Mamatku. UHcpopmaumsa o meponpuUATUAX, NPOEKTaxX U
nporpamMmmMax, KOTopble HanpaBfieHbl Ha NOBbILWEHUe
UH(hOPMaALMOHHON FPAMOTHOCTU YY4EHUKOB

MHOOPMALMOHHAA NAMATKA
C kaxxabIM rogoM MOJIOAEXN B MHTEPHETE CTaHOBUTLCA DOnblLUe, a LWKOMNbHUKA OOQHU U3
caMbIX aKTMBHbIX Nornb3oBartenen PyHeta. Mexay TemM, MOMMMO OrPOMHOMO KoNimyecTBa
BO3MOXHOCTEN, MHTEPHET HeceT M npobnembl. ATa nNamsTka AOIMKHa nomoudb Tebe
©e3onacHoO HaxoauUTbCA B CETMU.

KOMI'IbIOTeprIe BMPYCbI

KoMnblOTEpPHBIN  BUPYC - 3TO  Pa3HOBUMAHOCTb  KOMMbKOTEPHbIX  Aporpamm,
OTNNYUTENBHON OCODEHHOCTLIO KOTOPOW SBMAAETCS CMOCOBHOCTb K pa3MHOXeHuo. B
AOMNOSTHEHNE K 3TOMY, BUPYCbl MOryT MOBPEeaUTb WSIM MOSTHOCTBIO YHUYTOXUTb BCE
Gannbl M [aHHble, NOOKOHTPOSbHbIE MOMb30BATENO, OT WMMEHM KOToporo Obina
3anylleHa 3apaxeHHad nporpaMma, a Takke MnoBpeauTb WM [aXe YHUYTOXUTb
onepauuoHHy0 cucTemMy co Bcemn cbamnamm B uenom. B 6GonblumHcTBE cny4vaeB
pacnpoCTPaHSATCA BUPYCbl YEpPe3 UHTEPHET.

MeToabl 3aLunThbl OT BPEAOHOCHbIX NPOrpaMmm:

1. \cnonb3yn cOBpeEMEHHbIE ONEPaLMOHHbIE CUCTEMbI, UMEIOLLINE CEPLE3HbIN YPOBEHb
3aWmThl OT BPEAOHOCHbIX Mporpamm;

2. lMNMocTosiHHO ycTaHaBnuBan nadTn (LMdpoBbie 3annaTtky, KOTOopble aBTOMaTUYECKU
yCTaHaBNMBaKTCA C Uenblo OopaboTku nporpammbl) U Apyrne OBHOBMEHMS CBOEWN
onepaumoHHon cuctembl. CkaymBam MX TONbKO C oduumanbHOro canta paspadoTymka
OC. Ecnu cyLiecTByeT pexxumMm aBToMaTU4eCckoro 06HOBNEHUS, BKITHOYM €ro;

3. Pabotam Ha cBoem KOMMbOTEPE NOO nMNpaBaMu MNOMb30OBaTeNs, a He
agMuHucTpaTopa. 3TO He No3BONUT  OOMbLUMHCTBY BPEAOHOCHbIX  NporpamMmm
WMHCTanMpoBaTbCA Ha TBOEM MEPCOHarbHOM KOMMbIOTEPE;

4. Vicnonb3yn aHTUBUPYCHbIE NpOorpamMMHble NPOAYKTbl U3BECTHbLIX Npou3BoauTenen, ¢
aBTOMaTU4ecknm obHoBneHnem 6as;

5. OrpaHuyb hmanvecknin JOCTYN K KOMNbIOTEPY AS1S1 NOCTOPOHHUX NN,

6. icnonb3ymn BHeLWHWe HoCUTEN MHOPMaLUK, Takne Kak doneLuka, AUCK unu dann mns
WHTEpPHeTa, TONbKO N3 NPOBEPEHHbLIX UCTOYHUKOB;

7. He oTKpbiBa KOMMNbIOTEPHbIE (haunnbl, MNOTYYEHHbIE N3 HEHaOEXHbIX UCTOYHWUKOB.
[axe Te dannbl, KOTopble NpuUcran TBOW 3HAKOMbIW. Jly4lle YyTOYHW Yy Hero, oTnpaBnas
nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - 3TO He BuA nepegadn AaHHbIX, HE TEXHONOrMs, a BCero nuwb GpeHa, mapka.
Ewe B 1991 rogy HMaepnaHackas komnaHusa 3apernctpuposana 6peng "WECA", uto
obo3Havano cnosocoyeTaHne “"Wireless Fidelity", koTopbii nepeBoaAUTCS Kak
"GecnpoBogHas TOMHOCTL".

[lo Hawero BpemeHu powna gpyrad abbpeBuaTypa, KOTOpasi SBMSETCA TaKOW Xe
TexHonormen. 1o abbpesnatypa "Wi-Fi". Takoe HasBaHue GbINO AAHO C HAMEKOM Ha
CTaHOapT BbiClWen 3BYyKOBOW TexHukn Hi-Fi, yTo B nepeBoge oO3HayaeT "BblCOKas
TOYHOCTB".

[a, 6ecnnaTHbI MHTEPHET-AOCTYN B Kade, OTENSX U aspornopTax ABNAeTcs OTNNYHOM
BO3MOXHOCTbIO BbIXO4a B UWHTepHeT. Ho MHorve akcnepTbl CUMTaKT, YTO
obwenoctynHble Wi-Fi ceTn He saiBnsatoTca 6e3onacHbIMN.

CoBeTbl No 6e3onacHocT paboTbl B 06wenocTynHbix cetax Wi-fi:



1. He nepepaBan cBOK NU4YHy0 WHopmaunto vepes obwenoctynHble Wi-Fi cetu.
PaboTas B HUX, )XenaTtenbHO He BBOAUTb Naponun AOCTyNa, NOrMHbl U Kakne-To HOMepa;
2. Vicnonb3yn n obHOBNSAM aHTMBUPYCHbIE NporpaMmmbl n 6paHamayep. Tem cambiM Tbl
o6esonacuwb cebsa OT 3aKkavkm BUpyca Ha TBOE YCTPOMCTBO;

3. lMpu wucnonb3oBaHum Wi-Fi oTkmoun dyHkumio "O6wmi goctyn K dannam u
npuHTepam”. [HaHHad QyHKUMS 3aKkpbiTa MO  YMOSMYaHUIO, OAHAKO HeKoTopble
nosib3oBaTenu akTMBMPYIOT ee And yaobcTea ucnonb3oBaHnsa B pabote unm yyebe;

4. He vcnonb3yn nydonuudbin WI-FI ona nepefayv NUYHbLIX OaHHbIX, Hanpumep Ans
BbIXOJa B couManbHble CETU UMK B 3NIEKTPOHHYHIO MOYTY;

5. Vcnonb3yin Tonbko 3alimuieHHoe coeamHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan MmeHHo "https://";

6. B wmobunbHOM TenedoHe oTknouM  yHkumo  "MogknoveHne k- Wi-Fi
aBTOMaTu4eckun". He gonyckam aBTOMaTUYECKOro MOAKOYEHUS YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBO€ro cornacusi.

CoumnanbHble ceTu

CoumarnbHble CEeTU aKTUBHO BXOOAT B HaLUy XWU3Hb, MHOrMe ntogau paboTalT U XUBYT
TaM nocTtosaHHO, a B Facebook yxe 3apermctpmpoBaH Munnvapg 4YernoBek, 4TO
ABNAETCA OOHOW CceAbMOW BCeX »uTenen nnaHetbl. MHorme nonb3oBaTenn He
NOHMMAOT, YTO MHOPMaUNS, pasMeLlleHHasa MU B couMarnbHbIX CETAX, MOXET ObiTb
HangeHa M ucnonb3oBaHa KemM YrogHo, B TOM 4ucrne He obsasaTtenbHo ¢ 6narumm
HaMepeHUsIMN.

OcHOBHbIe coBeTbl N0 6e30MaCHOCTU B COLMAnbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1eba B Apy3bsX HE AOMKHO ObiTb CriyvyamHbIX ©
He3HaKOMbIX INMOOEN;

2. 3awmiian CBOK 4acTHYK XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEr0 POXAEHUA W APYryl JNUYHYK UHGOPMauUui.  3M0YMbILLAEHHUKM  MOTyT
ncnonb3oBaTh Adaxe WHGOPMauMK O TOM, Kak Tbl M TBOM poaUTENUN NnaHupyeTe
NPOBECTU KaHUKYNbI;

3. 3awumuian cBol penyTaumio - EPXN ee B YNCTOTE M 3agaBan cebe BOMpOC: XOTen
Obl Tbl, YTOObLI ApyrMe nonb3oBaTenu BUAENWN, YTO Thbl 3arpyxaewwb? MNogyman, npexae
4YeM YTO-TO onybnimkoBaTb, HANUCATb U 3arpy3unThb;

4. Ecnv Tbl roBOpULLb C JIIOObMU, KOTOPbIX HE 3Haellb, He UCMOMb3yn CBOE pearibHoe
UMS1 1 OPYTY0 NIMYHYIO MHGOOPMaLUUK: UMSA, MECTO XUTENbCTBA, MECTO Y4Yebbl 1 npoyee;
5. N3beran pasmelueHus gotorpacduin B IHTEpHETE, rae Tbl M300paXKeH Ha MECTHOCTH,
No KOTOPOM MOXHO ONpeaenuTb TBOE MECTOMOSIOXEHNE;

6. Mpwn pernctpaunm B coumnanbHON ceTn HeOBXO0ANMO UCMOSb30BaTh CIIOXHbIE NAPONy,
cocrosawume n3 6ykB 1 UMdpP M C KONIMYECTBOM 3HAKOB HE MeHee 8;

7. nsa coumanbHOM CeTun, NoYTbl U OPYrMX canToB HEOOXO4MMO UCMONb30BaTb pasHbie
naponu. Torga ecnu 1ebs B3NOMatT, TO 3MIOYMbILLSIEHHUKX NOAyYaT AOCTYM TOSbKO K
O4HOMY MECTY, a He BO BCe cpaay.

OnEKTPOHHbIE AEHbIN

OnEKTPOHHbIE AEHbIN - 3TO OYeHb yAOOHbIN cnocob nnartexen, ogHAKO CyLLECTBYHOT
MOLLEHHUKMN, KOTOPbIE XOTAT NOMYYMUTb 3TN OEHLIN.

OnEeKTPOHHbIE AEHbIM NOSBUIIMCb COBCEM HE4ABHO M UMEHHO M3-3a 3TOM0 BO MHOMMX
rocygapcrBax 4O CUX MOp He MPOMNMcaHo Npo HUX B 3aKOHaXx.

B Poccun xe OHU (PYHKUMOHMPYIOT M O HUX YXe NPOnucaHo B 3akoHe, rae ux
pas3genstoT Ha HECKONbKO BUOOB - aHOHMMHbIE M HE aHOHUMHble. PasHuua B ToMm, 4TO
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeliaeTca npoBoauTb onepauun 6e3



naeHTUUKauum nosib3oBaTtesis, a B HEeaHOHMMHbIX UAEeHTUUKaUua nonb3oBaTens
aBnsieTca oba3aTenbHOMN.

Takke criegyeT pasnuyaTb 3SIEKTPOHHbIE (bMaTHble OeHbrn (paBHbI rOCYyAapCTBEHHbIM
BasnTaM) W ONIEKTPOHHble HeduaTHble [OeHbrM (He paBHbl rOCYy4apCTBEHHbBIM
BantoTam).

OcHoBHble coBeTbl Mo be3onacHon paboTe C ANEeKTPOHHLIMU AeHbraMMu:

1. MpuBsxkn K cyeTy MOBUMbHbIM TenedoH. 3TO caMbl YOOOHbI U BbICTPBIA cnocob
BOCCTaAHOBWUTb JOCTYN K c4eTy. [MpuBA3aHHbIM TenedoH NOMOXeT, ecrnv 3abyaellb CBON
nnaTeXxHbl Naposib UK 3angellb Ha CanuT C HE3HAKOMOro YCTPOUCTBA;

2. Ncnonb3yn ogHopasoBble naponu. Nocne nepexoga Ha YCUMEHHYH aBTOpU3aLuio
Tebe yxe He BygeT yrpokaTb ONACHOCTb KpaXu UNn nepexesarta nnaTexHoro napons;

3. Bbibepn crnoxHbln naponb. [NpecTynHukam OyaeT He MNpoCTo yragaTb CIOXHbIN
naponb. HagexHble naponu - 3TO Naponu, KoTopble cogepXaT He MeHee 8 3HaKoB U
BKMNIOYalOT B Cebsl CTPOYHbIE U MPOMNUCHbIE BYKBbI, LMAPbI U HECKONBbKO CUMMBOJSIOB,
TakMe Kak 3Hak gonnapa, dpyHTa, BocknmuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOM NMYHbIE AaHHbIE HA CanTax, KOTOPbIM He JOBepseLlb.

OneKTpoHHaa noyta

OreKTpOoHHAasi MoYTa - 3TO TEXHOSOMS U NpeaocTaBngemMble el yCnyr no Nepechisike u
NOSTYYEHUIO SNEKTPOHHLIX COOOLLEHWA, KOTOpblE pacnpenensitoTcs B KOMMbOTEPHOWN
cetTn. OB6bIYHO 3MEKTPOHHbIA MNOYTOBbLIA SAWMK BbIrMSAUT  cregyrowmm  obpasom:
UMsi_Nonb3oBaTena@umMs_aomMeHa. Takke Kpome nepefaym npocToro TekcTa, UMeeTcs
BO3MOXHOCTb Nepenasatb dpansibl.

OcHoBHble coBeTbl No 6Ge3onacHon paboTe ¢ ANEKTPOHHOW MOYTON:

1. Hapo BbiGpaTh NpaBuibHbIA MOYTOBbLIN CEPBUC. B MHTEpPHETE €CTb OrPOMHbIN BbIOOP
BecnnaTHbIX MNOYTOBbLIX CEPBMCOB, OAHAKO Jyylle AOBEPSATb TEM, KOro 3Haellb U KTO
nepBbIN B PEUTUHTE;

2. He ykasbiBa B NUYHOW MOYTE NIMYHYKO MHGOpMaumo. Hanpumep, nydwe BbibpaTtb
"My3blkanbHbI_aHaT@" unm "pok2013" BmecTo "Tema13";

3. cnonb3yin aByxaTanHyo aBTopm3aumio. ITO Korga NOMUMO Napons HYXXHO BBOOAUTb
Kog, npucbinaembii no SMS;

4. Bblbepn crnoxHbin naponb. [Ons KaXgoro nOYTOBOro sMKa AO0SMKEH OblTb CBOW
HaZeXHbIN, YCTOMYMBLIN K B3NTIOMY Maporsib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CamOMy CBOWM JIMYHLIM BOMPOC, UCMONb3yN ATy
BO3MOXHOCTb;

6. Mcnonb3yn HeCKONbKO MNOYTOBLIX AWMKOB. [lepBblM ONA 4YaCTHOW NEpPennucku ¢
agpecatamn, KOTOpbIM Tbl JoBepsiellb. JTO 3MEKTPOHHbIM agpec He Haao
Ncnosib3oBaTh NpU perncTpaunmn Ha opymax u cantax;

7. He oTkpbiBan hannbl U Opyrue BrOXeHUs B NUCbMaXx, Aaxe eCcriv OHW npunim ot
TBOMX Opy3en. Jlyylle yTouHM y HUX, OTAPaBNAnu nu oHn Tebe atu cdannsl;

8. lNocne okoH4aHWs paboTbl Ha MOYTOBOM CepBUCE MNepeq 3akpbiTUEM BKMagKu C
canTtom He 3abyab HaxaTb Ha "Beiitn".

KnbepbynnuHr nnmn BupTyanbHoe M3aeBaTenbCTBO

KnbepbynnuHr - npecnegoBaHne COOBLUEHUAMM, coaepXxawmmu ocKopOneHus,
arpeccuio, 3anyrmBaHue; XynuraHcTBO; coumarnbHoe OOMKOTMPOBaHME C MOMOLLLHO
PasnnyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KnbepbynnMHrom:

1. He 6pocarica B 6oin. Jlyywmnnm cnocob: nocoBeToBaTbCs Kak cebsa BECTU U, eCnNn HET
TOro, K KOMy MOXHO obpaTuTbCsi, TO BHayane ycrnokoutbcs. Ecnn Tbl HayHewsb



oTBeYaTb OCKOPOMEHNAMM Ha OcKopbrieHus, TO TONbKO elle 6Gonblue pasoxKellb
KOHOOIUKT;

2. YnpaBnsu ceoen knbeppenytaumnen;

3. AHOHMMHOCTb B ceTun MHMMasd. CylecTBYKT CMNocoObl BbIACHUTb, KTO CTOUT 3a
AHOHVMHbIM aKKayHTOM,;

4. He cTouT BeCTU XynuraHckum obpas BupTyanbHOM XnU3HW. IHTepHeT coukecupyeT Bce
TBOM AENCTBUSA U COXpaHseT Ux. Yoanutb nx byaeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBot BUPTYarbHYH YecTb CMOSoAy;

6. WrHopupyn eguHuyHbIn HeraTuB. OpHoOpasoBble OCKOpPOUTENbHbIE COOBLEHUS
ny4we nrHopuposaTb. OBbIMHO arpeccusi NpekpaLwaeTca Ha HavYanbHOW cTaauu,

7. baH arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMW COOOLEHNAMU, B
coumanbHbIX CeTSX €eCTb BO3MOXHOCTb OSfIOKMPOBKM OTMAPaBKM COOOLLEHUA C
onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBupgetenb kubepbynnuHra. TBOuM OEeNCTBUSA: BbICTYNUTb MNPOTUB
npecnegosartend, nokasatb €My, 4YTO ero [OenCTBUA OLEHMBAKTCA HeraTUBHO,
nogaepxaTb XepTBY, KOTOPOW HYXXHa ncmuxonornyeckas nomollb, CoOo0LWMTb B3pOCHbIM
0 dhakTe arpeccyBHOro NoBeAeHNs B CETH.

MoOBunbHbIM TeNedoH

CoBpeMeHHble CMapT(OHbl M nnaHWweTbl cogepxatr B cebe BNOSHE B3POCIbIN
dYHKUMOHAr, U TeNepb OHM MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHLIMU KOMMbIOTEPAMM.
OpHako, cpeacTB 3awwmThl A4Nd NOAOBHbLIX YCTPONCTB Noka O4eHb Mano. TecTupoBaHue
N MOUCK YA3BMMOCTEN B HUX NPOUCXOAUT HE Tak MHTEHCMBHO, Kak ans MK, To xe camoe
KacaeTcsa U MOBUITbHBIX NPUITOXEHWNNA.

CoBpeMeHHble MObUIbHble 6pay3epbl  yxe nNpakTU4YeCKM [JOorHanuM HacToSbHble
aHanorun, ogHako paclmpeHue yHKLMoHana Bne4veTt 3a cobon 60sbLIYH CMOXHOCTb U
MEHbLUYH 3aLUNLLEHHOCTb.

[laneko He Bce NPOW3BOAMTENN BbINyCKalOT OOHOBMEHNS, 3aKpbiBaOLWME KPUTUYECKNE
YA3BUMOCTU O1151 CBOUX YCTPOMCTB.

OcHoBHble coBeTbl A4nda 6e3onacHoCT MOBUNbLHOro TenedoHa:

Hwnuero He sBngaeTca no-Hactosdwemy 6ecnnaTHbIM. Byab ocTopoxeH, Beab Koraa tebe
npegnaratoT 6ecnnaTHbIl KOHTEHT, B HEM MOryT ObiTb CKpPbITbl Kakue-TO nrnaTtHble
ycnyru;

Hdyman, npexae yem otnpaButb SMS, ¢oTO Mnn BMAEO. Thbl TOYHO 3HAELUb, F4E OHU
OyayT B KOHEYHOM UTOore?

Heobxoanmo 06HOBNATL ONEpaLMOHHY0 CUCTEMY TBOEIO CMapPTAOHa;

Mcnonb3yin aHTUBMPYCHbIE NporpamMMbl 4511 MOBUITbHBIX TENE(OHOB;

He 3arpyxan npunoXxeHus oT HEM3BECTHOIO WUCTOYHMKA, Bedb OHW MOryT CoAep)aTb
BpeLOHOCHOE nporpaMmHoe obecnedeHue;

[Mocne TOro kak Tbl BblMAEWb C canWTa, rae BBOAWM NIMYHYKO MHOpMauuio, 3angn B
HacTponkn bpaysepa n yganu cookies;

lMepmnogmyeckn NpoBepsiv, Kakmue nnaTHbIe YCryrn akTMBMPOBaHbI HA TBOEM HOMEPE;
[aBan cBon HOMep MOBMNBHOro TenedoHa TONbKO NAAM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepsieLb;

Bluetooth gomkeH 6bITb BLIKMHOYEH, KOraa Tbl UM HE Nonb3yelbes. He 3abbiBan nHoraa
npoBepsTb 3TO.

Online urpebl

CoBpeMEeHHblE OHMaWH-Urpbl - 3TO KpacOYHble, 3axBaTbiBaloLMe pasBreYeHus,
o6beuHsIIoLLMe COTHM ThiCSY YerioBek No BceMy mupy. Vrpokn nccnegyoT AaHHbIN UM



MUp, obWalrTCa ApYyr C OPYroM, BbIMOMHAT 3af4aHus, CpaXalTCd C MOHCTpamMu U
nosiyqaroT oOnbiT. 3a YAOBOMLCTBME OHWM MNMATAT: MOKynawT AUCK, OnsiayvnBaloT
aboHEeMEHT unu npruobpeTatoT Kakme-To Onunm.

Bce atm cpegctea mayt Ha noggepkaHne u pasBUTUE UIPbl, a TaKkKe Ha camy
6€e30nacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aL MK, BbIMyCKalOTCA HOBbIE NaTyu
(undbpoBble 3annaTku N9 NporpamMm), 3aKpbiBarOTCA YS3BUMOCTU CEPBEPOB.

B nogobHbIX urpax CToMT onacaTtbCA He CTOSIbKO CBOMX COMEPHUKOB, CKOSIBKO KpaXu
TBOEro Naporss, Ha KOTOPOM OCHOBaHa cucTeMa aBTopusaumm 60NbLUIMHCTBA Urp.
OcHoBHble coBeTbl N0 6e30MacHOCTN TBOErO UFPOBOrO akkayHTa:

1. Ecnv gpyron nrpok Beget cebs nioxo nnu cosgaet Tebe HenpusTHOCTU, 3abnoKnpym
ero B CMCKe UrpoKoB;

2. [loxanynca agmMuHUCTpaTopaM Wrpbl Ha Mfoxoe noBefeHMe 3TOro Urpoka,
XenaTtenbHO NPUNOXUTL Kakne-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbIBayn nu4yHyto nHopmaumio B npodanne urpbl;

4. YBaxan gpyrux y4acTHUKOB NO Urpe;

5. He ycTtaHaBnmBan HeouumnanbHble NaTyn n Moabl;

6. Nlcnonb3yn CnoxHble 1 pasHble Naponu;

7. Daxe BO BpeMsi Urpbl HE CTOUT OTKMNOYATb aHTMBMPYC. [MoKa Tbl urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apa3sunThb.

OULWNHT nnn Kpaa JINYHbIX OaHHbIX

OObIYHOWM Kpaxkeh OeHer M [OKYMEHTOB CerofgHsl YyXe HUKOro He yaMBULb, HO C
pasBUTUEM WMHTEPHET-TEXHOSIOMMIN 3M0YMBbILUIIEHHUKN NEPEMECTUNUCL B UHTEPHET, U
NPOAOKaKT 3aHMMaTbeA "ndumbiM" genom.

Tak nosiBunNacb HoBasi yrpo3sa: UHTEPHET-MOLLEHHUYECTBa U (OULLKNHT, rMaBHas uernb
KOTOPOro COCTOUT B MOSMYyYEeHUM KOH(pMAEeHUManbHbiX AaHHbIX Monb3oBaTtenen -
NOrMHOB 1 Naponen. Ha aHrnunckom s3bike phishing untaetca kak puwmHr (ot fishing -
pblbHas noeng, password - naporsb).

OcHoOBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nopospeBaellb, YTO TBOA aHkeTa Obina
B3floMaHa, To HeobxogMmo 3abnoknpoBaTb €€ U COOBLNTL agMUHUCTPaTopam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ym ©e3onacHble BebG-canTbl, B TOM 4uUCre, WHTEPHET-MarasvHoB W
NMOUCKOBbIX CUCTEM,;

3. Ncnonb3yn CrnoxHble 1 pasHblie naponun. Takum obpasom, ecnv T1ebs B3nomaroT, TO
3MI0YMbILLNIEHHMKIN MOnyYaT JOCTYMN TONbKO K OAHOMY TBOEMY NPOduIio B CETU, @ HE KO
BCEM,;

4. Ecnn 1ebsa B3nomanu, TO HeobGXoAMMO npenynpeanTb BCEX CBOMX 3HAKOMBbIX,
KoTopble AaobaeBneHbl y Tebs B Apy3bsiX, O TOM, YTO Tebsa B3rnomanu 1, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbiniaTbCa cnam U CCbIfKM Ha PULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbii naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTKNOYN coxpaHeHue napons B bpayaepe;

7. He oTkpbiBan hannbl U Opyrue BrOXeHUs B NUCbMax, Aaxe eCcriv OHW Npulinu ot
TBOMX Apy3€en. Jlyyle yTouHM y HUX, OTNPaBAsann fim oHn Tebe aTn dansnbi.

Lindposasg penytaums

LincbpoBas penytaums - aT0 HeraTMBHasa Unn No3nTMBHas nHdopmMaums B cetu o Tebe.
KomMmnpomeTupyowaa nHdpopmMmauuns, pasMelleHHas B UHTEepHeTe, MOXEeT Cepbe3HblM
o6pa3omM OTpasnTbCs Ha TBOEW pearbHOWM Xu3HW. "LindpoBas penyTtauusa” - 3T0 TBOW
UMUK, KOTOPbIN hopmmnpyeTcs n3 uHpopmauumn o Tebe B MHTEPHETE.



TBOE MeCTO XuTenbCTBa, Yy4yebbl, TBOE (pMHAHCOBOE MONOXeHME, OCOBEHHOCTH
XapakTepa u pacckasbl 0 65IM3KnNX - BCe 3TO HaKanMBaeTCs B CETHU.

MHorve noapoCTKM NErkoMbICIIEHHO OTHOCATCS K Ny6nukauum nMYHOn MHopmaumm B
NHTepHeTe, He NOHMMAasa BO3MOXHbIX NOCNeACTBUN. Thl JaXe He CMOXellb AoragaTbCs
0 TOM, 4TO poTorpadms, pasmeLleHHas 5 net Hasag, crana NpUYMHOM oTKasa NpPUHATb
Teb4a Ha paborTy.

KoMmmeHTapuu, pasmelwieHme TBoux doTtorpacmm wn gpyrme OenctBusi MOryT He
NCYe3HYTb faxe nocrie Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haelb, KTO COXpaHWUi 3Ty
WHGOpMauuio, nonana fM oHa B MOWUCKOBblE CUCTEMbI U COXpaHunacb M OHa, a
rmaBHoOE: YTO NogymalrT o Tebe okpyxawline nau, KoTopble HangyT U yBUAOAT 3TO.
Hantn nHdopmauunio MHOro neT crnycts cMoXeT Nobon - Kak 13 gobpbix NodyxaeHun,
TaK U C HAMEPEHNEM MPUYMHUTL Bpen. OTO MOXET ObITb KTO YrOoAHO.

OcHOBHbIe CcOBEThI MO 3aWmMTe LNMGPOBON penyTaLmun:

1. Nogyman, npexge 4em 4YTO-TO NybnmkoBaTb U nepefasaTb y cebsa B Grore nnu B
coLuanbHON CeTu;

2. B HacTponkax npodunsa yCTaHOBWU OrpaHUYEHUs Ha NPOCMOTP TBOEro Npodusisi 1 ero
COOepXMMoro, caenan ero Tosnbko "gns apysen”;

3. He pa3mewyan n He ykasbiBan MHGOPMaLMIO, KOTOpasd MOXET KOro-nnbo ockopbnatb
nnu obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIE€ LUKOSMbHUKM - aKTUBHbIE MOMb30BaTeENU LMPPOBOro NPOCTPaHCTBA.
OpHako ganeko He BCe 3HAaKT, YTO NOMb30BaHWE MHOMMMU BO3MOXHOCTSMW LMAPOBOro
Mupa TpebyeT cobntogeHnst NpaB Ha MHTENMeKTyanbHy COBCTBEHHOCTb.

TepMnH "uMHTennekTyanbHass COBCTBEHHOCTb" OTHOCUTCHA K PasfnyHbiM TBOPEHUSM
4YernoBeYyeckoro yma, HadvHas C HOBbIX M300peTeHuMrn U 3HakoB, 0BO3Ha4aroLmnX
COBCTBEHHOCTb Ha MPOAYKTbl W YCMyrn, M 3akaHuuBas KHuramu, doTtorpadusamu,
KMHOMMNbMaMn 1 My3blKanbHbIMU MPOU3BEOEHNSMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNeKTyanbHyt COBCTBEHHOCTb Ha NPon3BeaeHs
HayKu, nuTepaTtypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNAKT B Ka4yeCcTBe rapaHTuu
TOro, YTO MHTENNEKTyanbHbIN/TBOPYECKMI TPYA aBTopa He ByaeT HanpacHbIM, AacT emy
crnpaBefnvBble BO3MOXHOCTW 3apaboTaTb Ha pesynbTatax CBOero Tpyaa, NosyyuTb
M3BECTHOCTb U Npu3HaHune. HukTto 6e3 paspelleHns aBTopa He MOXeT BOCMPOM3BOAUTb
ero npovsBefeHne, pacnpocTpaHATb, MNy6rMYHO [AEeMOHCTpUpoBaTb, NpoAdaBaThb,
UMNopTUPOBaTh, MyckaTb B npokaTt, ny6fnMYHO WCMOMHATb, NOKa3blBaTb/UCNOMNHATL B
adompe unm pasmewlatb B IHTepHeTe.

Mcnonb3oBaHue "nupaTckoro” nporpaMMHoro obecneyeHmst MoOXXeT NPUBECTU K MHOMUM
puckam: OT NOTEPU AaHHbIX K TBOMM akkayHTam 40 6NOKMPOBKM TBOEro YCTPOWCTBA, rae
yCTaHOBMEHa HeneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYHOT
neraneHble 1 6ecnnaTtHble NporpaMMbl, KOTOPbIE MOXHO HANTW B CETMW.

O noprane

CeTeBUYOK.ph - TBOWM rMNaBHbI COBETYMK B CeTU. 34eCb Tbl MOXELWb Y3HaTb O
6e3onacHOCTM B CETU MOHATHbIM M AOCTYMNHbIM $3bIKOM, @ MpU BO3HUKHOBEHUU
KPUTUYECKON cuTyaumm obpaTuTbCA 3a coBeTOM. A Takke MpUHATL YyyacTve B
KOHKypcax 1 ctaTb caMbiM UMJPOBLIM rpaxgaHuHom!



	Памятки. Информация о мероприятиях, проектах и программах, которые направлены на повышение информационной грамотности учеников

